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About This Product

The MSI Installer is a program for installing software distributed in ".msi" file
format. Our company normally distributes its software in exe file format, but
some of our software is distributed in msi file format instead. By using the
MSI Installer, automatic distribution and automatic installation of software
from a server to a client computer is possible in an Active Directory
environment.

About This Document

This installation guide explains how to automatically distribute software to a
client computer using the MSI file installer and Active Directory, and install
this software automatically without the user needing to do anything. This
document is meant for Active Directory administrators. For information on
how to install other software, refer to that software's user guide.

Usage Environment

The following system environments are used for the explanations in this
document.

e Server: Computers with "Microsoft Windows Server 2008 R2"

e (Client Computer: Computers with "Microsoft Windows 7"

Trademarks and registered trademarks

Trademark acknowledgements

Microsoft, Windows, Active Directory and Visual C++ are either registered
trademarks or trademarks of Microsoft Corporation in the United States
and/or other countries.

All other company and product names are either trademarks or registered
trademarks of their respective companies.

Dialog boxes

The dialog boxes shown in this manual are those that appear in Windows 7
and Windows Server 2008 R2.

Q

Detail

The dialog boxes that appear in this document may differ from those that
appear on your PC, depending on the installed devices, specified
settings, and PC that you are using.
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Note

Unauthorized reproduction, translation or duplication of this document,
whether in its entirety or in part, is strictly prohibited.

The contents of this document are subject to change without notice.
Copyright © 2011 KONICA MINOLTA, INC. All rights reserved.
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Overview

1 Overview

1.1 About the MSI Installer

By linking the MSI file installer and Active Directory server, software can be
automatically distributed from the server to a client computer and installed.

Because installation/uninstallation is done automatically when the client

computer is started up, no installation/uninstallation operations are required.

By configuring the distribution settings for multiple programs, the total

amount of administration time needed to install the software can be reduced.

MSiI files can also be installed directly using a client computer.

1.2 Required System Environment

Server

0os

Windows Server 2003 Standard Edition
Windows Server 2003 Enterprise Edition
Windows Server 2003 R2 Standard Edition
Windows Server 2003 R2 Enterprise Edition
Windows Server 2008 Standard

Windows Server 2008 Enterprise

Windows Server 2008 R2 Standard
Windows Server 2008 R2 Enterprise
Windows Server 2012 Standard

Windows Server 2012 R2 Standard

Software

The MSI file of the distributed software

System Environment

A server on which Active Directory is installed

MSI Installer
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Overview

Client Computer

0os

Windows Vista Business

Windows Vista Enterprise

Windows Vista Ultimate

Windows 7 Professional

Windows 7 Enterprise

Windows 7 Ultimate

Windows 8 Pro / Windows 8.1 Pro

Windows 8 Enterprise / Windows 8.1 Enterprise

Software

Microsoft Visual C++ 2005 SP1 (x64)"

System Environment

A computer managed with Active Directory*2

" Required for distributing some MSI files.

"2 The client computer must be on an Active Directory server domain.

Refer to the Readme file for the latest information about the operating

environment.

MSI Installer

1-2



Workflow 2

2 Workflow

This section will explain the workflow up to software installation.

Operations are broadly categorized into server procedures and client
computer procedures.

Procedure on Server Side |
(p. 3

Creating a Distribution Point (p. 3-1)

Preparing Software Distribution (p. 3-5) Preparing VC Runtime Distribution’ (p. 3-26)
1 Placing an MSI File (p. 3-5) 1 Obtaining VC Runtime (p. 3-26)
2 Creating a Group Policy Object 2 Extracting and Placing an MSI File
(p. 3-6) (p. 3-27)
Configuring a Group Policy Object 3 Creating a Group Policy Object
(p. 3-12) (p. 3-29)
Configuring a Group Policy Object
4
(p. 3-29)

Procedure on Client Computer
side (p. 4-1)

Logging onto Client Computer (p. 4-1)

4

Complete

*VC Runtime must be installed in order to distribute some MSI files. When
distributing and installing VC Runtime, follow the procedure in Preparing VC
Runtime Distribution. Refer to "Preparing VC Runtime Distribution" on
page 3-26 for details on software that requires VC Runtime.

MSI Installer 2-1



Preparing the Server

E
3  Preparing the Server

This section will explain how to prepare the server.

The MSI file of the distributed software must be placed and configured.

3.1 Creating a Distribution Point

In order to install the software, the MSI file must be distributed to the client

computer.

The file is distributed over a network, so a shared network folder that can be

accessed from the client computer must be created on the server.

This shared network folder is called a "distribution point".

Procedure

1

Create a folder with whatever name you like.

— In this example, the folder is called "MSI" and is created on the C

drive.
— Do not use double-byte characters in the folder name.

9( Jv Lg. + Computer - Local Disk (C:) =

Organize ¥ - Open Incudeinlibrary =  Sharewith »  New folder

‘v Favorites MName ~ Date modifie
Ml Desktop 7/28/2011 ¢
& Downloads " Perflogs 7/14/2008 1
L Recent Places | Program Files 7/28/2011 €
=5 Libraries . Program Files (x86) 7/28/2011¢8
3 Documents . Users 6/27/2011:
& Music | Windows 7(28/2011¢
| Pictures
E Videos
18| Computer
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Preparing the Server

2 Right-click the folder and select [Properties].

\\ )v h ~ Computer - Local Disk (C:)

Organize ¥ 5 Open Indudeinlibrary =  Sharewith »  New folde

- Favorites B2 =
B Desktop _
& Dounloads 4 Per g;:nnin new window
J=ll Recent Places Prd
Share with 3
- Libraries b Pro Restore previous versions
% Documents /Ust  Indude in library 3
& Music | ve [ R
| Pictures | Wi
- Cut
EE videos
Copy
78 Computer Create shortcut
'?:;' Delete
€ Network "y Rename

3 Underthe [Sharing] tab, click [Share].

M MsIProperties

" General ecunty' Previous Versions | Customize |

r~ Network File and Folder Sharing

Msl
| Shared

Network Path
\\Hv-ads\msi

r~ Advanced Sharing

Set custom permissions, create multiple shares, and set other
advanced sharing options

‘?:; Advanced Sharing...

0K Cancel Lpply

MSI Installer



Preparing the Server 3

4

E_‘ File Sharing [ %]

o

S

Add the following groups to the list of people to share with, and click
[Share].

— Domain Computers

— Domain Controllers

— Domain Users

Add and change the groups as necessary for your usage environment.

33, File Sharing

Choose people on your network to share with

Type a name and then click Add, or click the arrow to find sormeone.

| A

MName I Permission Level
£2 Domain Computers Read +
£2 Domain Controllers Read +
£2 Domain Users Read +
2 en Cwner

I'm having trouble sharing

'E‘:;' Share | Cancel

How to View an MSI File

This section will explain MSI filenames.

Make sure that the file you obtain matches the bit version and the language
of the OS on the client computer.

File type Description

32-bit MSI file

BoxOperator_Setup_en_x86.msi

Software Language CPU type

V...

Note
32-bit MS/ files have x86 on the end.

MSI Installer



Preparing the Server

File type

Description

64-bit MSI file

BoxOperator_Setup_en_x64.msi

Software Language CPU type

V...

Note
64-bit MS/ files have x64 on the end.

MSi file for both 32-bit and
64-bit

DirectPrint_Setup_en.msi

Software Language

V...

Note
MSl files for both 32-bit and 64-bit do not contain the
CPU type in their name.

List of Languages

Text Language Text Language Text Language
de German fr French ko Korean
en English it Italian zh-CN Simplified
Chinese
es Spanish ja Japanese zh-TW Traditional
Chinese
MSI Installer 3-4



Preparing the Server

3.2 Preparing Software Distribution

This section will explain how to place distributed MSI files, as well as create

and configure group policy objects that determine the distribution rules.

3.2.1 Placing an MSI File

This section will explain how to place the MSl file of the distributed software.

Procedure

1 Place the MSI file of the distributed software in all of the shared folder
distribution points.

Create a new folder distribution point into which the MSI file can be

placed.

If MSI files of multiple languages are being placed in the distribution

point, the software of the language used in the OS on the client
computer will be installed. If the OS language on the client

computer does not exist in the placed MSI file, the English version

of the software will be installed.

If both 32-bit and 64-bit client computers are used, place both the
32-bit and the 64-bit MSi files in the distribution point. Either the 32-
bit or the 64-bit version of the software will be installed, depending

on the bit version of the OS on the client computer.

The 64-bit version of VC Runtime is required for distributing some
MSI files. Make sure that the MSI file is placed when also

distributing VC Runtime. All related files must be placed when

placing files with VC Runtime, not only the MSiI file. For information

on how to obtain VC Runtime, refer to "Preparing VC Runtime

Distribution" on page 3-26.

g(_)v [\~ Computer - Local Disk (C2) ~ MsI

Organize ¥  Indudeinlibrary *  Sharewith +  Mew folder

‘v Favorites Mame ~ Date mod
B Desktop 5 TWAIN_Setup_de.msi 7/28/201
4 Downloads 7/28/201
L Recent Places S TWAIN_Setup_es.msi 7/28/201
=5 Libraries 5 TWAIN_Setup_fr.msi 7/28/201
%) Documents 5 TWAIN_Setup_it.msi 7/28/201
J Music ﬁlT\“IAIN_Seb.lp_ia.msi 7f28j200
[ Pictures 5 TWAIN_Setup_ko.msi 7/28/201
& videos 5 TWAIN_Setup_zh-CN.msi 7(28/201
) 5 TWAIN_Setup_zh-Tw.msi 7/28/201
18| Computer
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Preparing the Server 3

3.2.2 Creating a Group Policy Object

This section will explain how to create a template in which a policy for the
account and group is defined.

V...

Note
When diistributing VC Runtime, create a new group policy object for VC
Runtime separate from the software.

If a client computer is shared by multiple users, MSI files will be
distributed to the computer instead of the users.

Procedure

1 Launch the Server Manager.

[——
adslocal
v addess assgned by HCP, P enabied
Etied

Diabied

Product D

7 D0 ot show me this consdle at iogon

= Securty nformation @ Go o vindms Frenal

Viedons Freusl Samsin:On

)
ot T Confre s

LA EY

offfor Adnnstatos
on o sers

~ Roles Summary [ Roles summary Help

i Act <
3 LostRefresh Today at 10:16 A Confure refesh
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Preparing the Server

3

2 Inthe tree, expand [Features] - [Group Policy Management] - [Forest] -
[Domains] - [ads.local (or the default domain)], in that order.

The "ads.local" domain is used as the example in this explanation.

E,: Server Manager
File Action View Help

DIEEEIEE
i"ﬁ Server Manager (HV-ADS)
2 Roles
) ] Features
= _Eé Group Policy Management
= _ﬁ Forest: ads.local
B (£ Domains

ads.local
Linked Group Policy Cbje:

Link Order =
1

= Detanttoomain Policy
2| Domain Controllers
.5 Group Policy Objects
= WM Filters
] Starter GPOs
3 Sites
Group Policy Modeling
) Group Policy Results
7 Diagnostics
jﬁ Configuration
&5 storage

3 Right-click [ads.local] and select [New Organizational Unit].

F,: Server Manager
File Acton View Help

B EN=TENEN
Tk Server Manager (HV-ADS)
5’ Roles
1 & Features ads.local
= _E-é Group Policy Management
=] SS Forest: ads.local

Linked Group Policy Objects | Group Pol

GPO
1 5/ Defautt D
Create a GPO in this domain, and Link it here...
Link an Existing GPO. ..
Block Inheritance

sE¥ Group Policy

! configuration
=5 Storage

, Search...
a0 ﬁi Group POICY e Domain Controler..
+ lagnosucs
= ¥ Remove

Active Directory Users and Computers...

View »

Refresh

Properties

Help

MSI Installer
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Preparing the Server 3

4 Enterthe name, and click [OK].

— In this example, an organizational unit (OU) with the name "MSI" is

created.
Name: [[wsi |

5 Right-click the created organizational unit (OU) and select [Create a
GPO in this domain, and Link it here].

File Action View Help

B EENERE G

5 Roles
= ﬁ Features

= j-; Group Policy Management
= _ﬂ Forest: ads.local

Linked Group Policy Objects |Gru|_|p P

B [} Domains Link Order = | GPO
El 5 ads.local 1 s/ Defaut
s Default Domain Policy
] Controllers

in, and Link it here...

ng
& Star Blodk Inheritance
[ Sites
#E5 Group Policy
) Group Policy
i Diagnostics Delete
ofi} Configuration

Group Policy Modeling Wizard. ..
New Organizational Unit

Rename
&5 Storage Refresh
Properties
Help

6  Enterthe name, and click [OK].
— Inthis example, a group policy object (GPO) with the name "MSI"

is created.
Name:
[ |
Source Starter GPO:
I[nona) j
ok | Concel |

MSI Installer 3-8



Preparing the Server 3

[ Check to make sure the group policy object (GPO) was created in
[Group Policy Objects].

E. server Manager

File Acton View Help

e Hm=0/Xc(dE

Tk Server Manager (HV-ADS) m
5 Roles ]

Bl & Features Msi
= _;g Group Policy Management Scope | Details |
= % Forest: ads.locel Links
= (&5 Domains
B § ads.local Display links in this

=i/ Default Domain Policy
2| Domain Controllers
MSL Location
Elmsi

_"' Default Domain Controllers Policy

[Defaylt Domain Policy
|2 =R
= WMI Filters

8  Createan Active Directory user for the group policy object (GPO) in the
organizational unit (OU) or transfer an existing user to the OU.

The following sites

— In Box Operator, you must create an applicable Active Directory
Computer or transfer an existing computer beforehand.

— Right-click [ads.local (or the default domain)] and select [Active
Directory User and Computers].

E.= Server Manager

File Action View Help

«= | #[m5 08X 6EE

_Eéa Server Manager (HV-ADS) _
5.- Roles

El fﬁ Features mMsi
B |5 Group Policy Management Scope | Details | Setf
=] _ﬁ Forest: ads.local Links

=] Domains

Digplay links in this loc
Create a GPO in this domain, and Link it here...
Link an Existing GPO...
Block Inheritance

ks, do

Group Policy Modeling Wizard...
Mew Organizational Unit

- WM Search...

0

ﬁ st ;hange Domain Controller...
@ Sites SLIOVE.

5i¥ Group Policy
4 Group Policy  pafresh
_i Diagnostics
jﬁ Configuration Properties
=5 Storage

(e8]

Help

| T8 Authenticated Ut

MSI Installer 3-9



Preparing the Server

9 Right-click the organizational unit (OU) and select [New] - [User].

- Active Directory Users and Computers

File  Action View Help
eS| Hm 00X o= |HER &
: Active Directory Users and Comput | Name T
Saved Queries
Bl 53 ads.local
| Builtin
~| Computers
.| Domain Controllers
ForeignSecurityPrincipals
goed Service Accounts

B =

H H EH

Delegate Contral. ..

Move...
Find...
Computer
Ta: L3 Contact
Group
Vi 3
Wi InetOrgPerson
Cut msImaging-P5Ps
Delete MSMQ Queue Alias
Rename Organizational Unit
Refresh i
Export List...
I — iared Folder
Properties
Help
al 1 al

10 Enter the information of the user for the distribution, and click [Next].

Createin:  adslocal/MSI

&
First name: IMSI Intials:
Last name: IUser
Full name: |MSI User

User logon name:

[1s_Useq [@adslocal |
User logon name (pre-Windows 2000);
IADS\ IMSI_User
< Back Next = Cancel
————1

MSI Installer
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Preparing the Server

11 Enterthe password, and click [Next].

New Object - User B

z Createin:  ads local/MSI
(e ]

Password

Confirm password:

™ User must change password at nest logon
I Usger cannct change password

I Password never expires

I Account is disabled

< Back Next > Cancel

12 Click [Finish].

e Createin:  ads local/M3I
D ein: adsloca

When you click Finish, the following object will be created:

Full name: M5! User ;I

User logon name: MSI_User@ads Jocal

< Back

MSI Installer



Preparing the Server 3

1 3 Check to make sure the user was created.

— The software will be distributed to the created users, so add users
as necessary.

- Active Directory Users and Computers

File Acton View Help

e Aml40XED=HEI8 R ETE
: Active Directory Users and Computers
| saved Queries

B 3 ads.local

~| Builtin

~| Computers

2| Domain Controllers

| ForeignSecurityPrincipals

_|_Managed Service Accounts
5

| Users

FHEHMEEH

e

3.2.3 Configuring a Group Policy Object

This section will explain how to configure MSI file distribution rules.

V...

Note

Administrator privileges for the client computer must be given to the
Active Directory user in order to properly distribute some MS/ files. If the
administrator privileges were not given to the Active Directory user, add
them. Refer fto "Adding Administrator Privileges" on page 4-3 for
information on how to add the administrator privileges.

V...

Note

When upgrading a previous version of the software that has already been
distributeq, refer to "Configuring a Group Policy Object (Upgrade)" on
page 3-19.

MSI Installer 3-12
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Procedure

1

Launch the Server Manager.

=] E3

[ 2 storage

CENEIL
B o= vorcce (v -c0o) R

Server Manager (HV-ADS)

) Server Summary

 Computer Information

H serves summary e,

5 Change System Propertes

& VewNetwork Comectons
G Configure Remote Desktop

B Cor
B fnegement

figure Server Manager Remote.
gement

Ful Computer Nane: v-ads.ads ocal
Do atsiocal
=
Remote Deskizp Enabied
Server Manage Remote Dabied

Management;

Product D
%' oot show me this consol atlogon

 Security Information

Vindows Frewalt Domain: On

, 1Pus enbled

@ 6o towindonsFrensl
& Confiure cates
42 Chedk for New Roles.

Last checked for updates: 62472011 8:26 AM

Last mstalled updates: 6242011 5:16PM

IE Enhanced Security

Off for Admiisrators
Configuration (50); forUsers

) Roles Summary
 Roles: 3of 17instaled

& Actve Diectory Domai Services

4 Last Refresh: Today at 10:16 AM  Configure refresh

B Run Searity Confouratn Wizard
o Configure EEESC

H Roks maryHeb

B cotoroes
5o sinoes
7 Remove Roles.

In the tree, expand [Features] - [Group Policy Management] - [Forest] -
[Domains] - [ads.local (or the default domain)] - [Group Policy Objects],
in that order.

File

Ft Server Manager

Action  View Help

e Z=laleHE=

i Server Manager (HV-ADS)
= Roles

B & Features
= _;g Group Policy Management

=] Default Domain Col

=] _i\‘ Forest: ads.local
B [£% Domains
B F3 ads.local
s Default Domain Policy
;| Domain Controllers
1| MSI
SRR Croup

L= Default Domain Palicy
(= s
& WMI Filters
5] Starter GPOs
[ Sites

ntrollers Policy

Group Policy Objects

Group Policy Objects
Cortents | Delegation I
Name
IZ] Default Domain Control
|=[ Defaut Domain Policy

= msI

MSI Installer
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3 Under [Group Policy Objects], right-click [MSI (or the default group
policy object)], and select [Edit].

Fle Action View Help

E. Server Manager

B EEEEEE

T Server Manager (HV-ADS)

4

5 MsI
3 Rales
[ | Features msl
B 2, Group Policy Management Scope | Detas | St
51 4 Forest: ads local e
E1 (£, Domains
B 24 ads.local Display links in this I
5 Default Domain Policy The following sites,
= Domain Controllers i
=1 Mst Location
Bl (% Group Palicy Objects [Zms1
|=/ Default Domain Controllers Palicy
Ei It Domain Policy
F w I
2 starter
) Sites
5 Group Policy Mg Back LB
. GroupPolicy Re  Restore from Badkup...
m Diagnostics Import Settings...
i} Configuration Save Report... 4
3 Storage - 5
‘Security Filtering
Gopy The settings in this (
Delete ———
Rename [t
Refresh B2 Autherticated |
Help

In the tree in the Group Policy Management Editor, expand [User

Configuration] - [Policies] - [Software Settings] - [Software installation],
in that order.

‘-" Group Policy Management Editor
File Acton View Help

L A EREER] 71

|=[ MsI [HV-ADS.ADS.LOCAL] Policy

Name Version | |
= &l Computer Configuration
~| Policies Ther
_| Preferences
= 4®, User Configuration
= [ Polides

= [ Software Settings
Software installation

_| Windows Settings
| Administrative Templates: P¢
| Preferences

MSI Installer 3-14
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5 Right-click [Software installation] and select [New] - [Package].

File Acton View Help
€5 7w Ec=|HE
_: MsI [HV-ADS. ADS,LOCAL] Policy
[= ¢l Computer Configuration

_| Policies

_| Preferences
= 4% User Configuration

= [ Polides

=]

| Wingows Setangs
_| Administrative Templatr
_| Preferences

F H

Paste
Refresh
Export List...

Properties

Help

6 Select the MSl file placed in the shared folder distribution point, and
click [Open].

— Designate the path to the MSI file using a network path (\\<Name of
server>\<Name of shared folder>\<Name of MSiI file>). Files cannot
be obtained on a client computer with a local path.

.\'v - Metwork - hv-ads = MSI
) &

Organize ¥  Sharewith +  Mew folder

i Favorites NEnE = EEET
B Desktop ﬁlT\ﬂIAIN_Seb.lp_de.msi 7/28j20
& Downloads 15 TwaIN_Setup_en.msi 7/28/20
| Recent Pl
w4 hecentRlaces 15 TwAIN_Setup_es.msi 7/28/20
i TWAIN_Setup_fr.msi 7/28/20
=l Libraries ﬁl —=Ep_T.msl /28
%) Documents 5 TWAIN_Setup_it.msi 7/28/20
o music 5 TWAIN_Setup_ja.msi 7/28/20
=] Pictures 5 TWAIN_Setup_ko.msi 7/28/20
& videos 5 TWAIN_Setup_zh-CN.msi 7/28/20
; 5 TWAIN_Setup_zh-Tw.msi 7/28/20
1M Computer

MSI Installer 3-15



Preparing the Server

7 Select [Assigned] and click [OK].

Select deployment method:
" Published

" Advanced

Select this option to Assign the application without modifications.

oK I Cancel |

8

Right-click the created package and select [Properties].

l’ Group Policy Management Editor

File Action View Help

&9 [ FRlE = HE

_: MSI [HV-ADS, ADS,LOCAL] Policy Name = Version | De
=] & Computer Configuration
| Policies v Auto-Install
_| Preferences assign
=1 4#, User Configuration Publish
[ | Policies [
= ] Software Settings Al Tasks 3
Software installation -
| Windows Settings Refresh
| Administrative Templates: Pc
_| Preferences —
Help

MSI Installer



Preparing the Server

9  Select the [Deployment] tab and check [Install this application at

logon].
If it is a VC Runtime MSiI file, do not check [Install this application at

logon].

| Genecal Upgrades I Categories I Modfications I Security |

D 1t type
¢ Published

[~ Deployment options
¥ | Autorinstallthis applization by file extension activation

™ Urinstal this application when it falls out of the scope of
management
™ Do nt display this package in the Add/Remove Programs control

anel
| [+ Install this application at logon |

r~ Installation user interface options

" Basic

& Maimum

QK I Cancel Apply

10 click [Advanced].

MSI Installer



Preparing the Server

3

11 Check [Make this 32-bit X86 application available to Win64 machines]
if appropriate for the MSI file, and click [OK].

— It does not need to be checked if both 32-bit and 64-bit MSI files
are separately arranged, but does need to be checked if it is a
shared MSI file for both 32-bit and 64-bit.

— It does not need to be checked if it is a VC Runtime 64-bit MSI file.

Advanced Deployment Options [ %}
~ Advanced depl 1 options

™ lgnore language when deploying this package

lable to Wlnﬁdmachlnesil

| ™ iMake this 32-bit X86 1

I™ Include OLE class and product information.

Product code:

Seript name:

 Advanced diagnostic i 1
{A37EDCEE-8A40-4004-8E8F-1EBEFS58F2FA}
Deployment Count: 0

“\ads local'SysVolads local'Policies
\{7C5BEN75-9872-4997-BFE4-B5075A342EER}

“User'Applications

“{F9BEF298-78C2-4A0D-B841-66C39EEED3CY} aas

Cace_|

12 Repeat steps 5 to 11 for all distributed software.
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Preparing the Server

3.2.4 Configuring a Group Policy Object (Upgrade)

This section will explain how to distribute a new version of the software in
order to upgrade a previous version of the software. As a precondition, the
distribution settings must already be configured for the previous version of

the software.

..

Note

If the software was installed using a setup file in exe file format, Active
Directory cannot be used to distribute software in order to upgrade a
previous version of the software.

The software can be upgraded only if the previous version of the software
was distributed in MSl file format.

1 In the tree in the Group Policy Management Editor, expand [User

Configuration] - [Policies] - [Software Settings] - [Software installation],
in that order.

2 Right-click [Software installation] and select [New] - [Package].

B Group Policy Management Editor

File Action View Help

¢ 2m|E = H 6
4: MSI [HV-ADS.ADS.LOCAL] Policy Name =
[=] i Computer Configuration ETWAIN V4.0 4.
| Policies
| Preferences
=l 4%, User Configuration
B [ Policies
=[] Software Settings

_| Windows Settings
_| Administrative Templates: F
| Preferences

H Group Policy Management Editor
Fle Acton View Help

€0 | d=HE

4: MSI [HY-ADS. ADS.LOCAL] Policy Name = Versi
= i Computer Configuration [ TWAIN ¥4.0 4.0

~| Policies
| Preferences
= 4%, User Configuration
B ] Policies
g

_| Administrative Template
| Preferences

View 3

Paste
Refresh
Export List...

Properties

Help
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3

3  Selectthe upgrade MSI file placed in the shared folder distribution

point, and click [Open].

~ Networ

Organize v New folder

IT Favorites [= Date modified Type
I Deskiop 7/28/2010 6
18 Downloads

=l Recent Places 18 TWAIN Setup_es 712812010 6:25PM  Windows Installer P, 14,805KB
B TwAIN Setup_fr 7/26/2010 6:25FM  Windows Installer F. 14,808 KB
 Libraries
[ Documents 18 Twam setup it 7/28/20106:25PM  Windows Installer .., 14,806 kB
o Music B TwAIN Setup ja 7/26/2010 6:25FM  Windows Installer F. 14,801KB
=] Pictures ﬁTWAlN,SEﬂJDJ{D 7/28/2010 6:25 PM Windows Installer P... 14,795KB
18 videos B TWAIN Setup_sh-cn 7/26/2010 6:25FM  Windows Installer F. 14,758 KB
_ ﬁTWAlN,SEﬂJD,ﬂ‘\ -TW 7/28/2010 6:25 PM Windows Installer P... 14,783KB
18 Computer
€ Network
File name: [TWAIN_Setup_en =] [Windows Installer packages ¢-.r |

£

4 Select [Advanced] and click [OK].

Deploy Software

Select deployment method:

" Published
" Assigned

Select this aption to corfigure the Published or Assigned options,
and to apply modifications to a package.

Cancel
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5  Selectthe [Deployment] tab, select [Assigned], and check [Install this
application at logon].

— For the settings in [Advanced], use the same settings as when
installing the package as a new package.

TWAIN V4.1 Properties HE

Geneca Upgrades | Categories | Modifications | Securty |

- Deploymert type
 Published

@ Assigred

- Deployment options
¥ Buto-instal this application by fle extension activation

™ Uninstall this application when i falls out of the scope of
management

I™ Do not display this package in the Add/Remove Programs control
panel
| [V Install this appli at logon |

[~ Instaliation user interface options

" Basic

& Waximum

Advanced...

ok ] cancal | may |

6 Select the [Upgrades] tab and check [Required upgrade for existing
packages].

TWAIN V4.1 Properties

.Geneca\l Deployment| Upgrades Categoriesl Modiﬂcaticnsl Secuntyl

Packages that this package will upgrade:

I ¥ Required upgrade for existing packages I

Packages in the cument GPO that will upgrade this package

0K Cancel Apply

7 Click [Add].
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8  Inthe "Package to upgrade" list, select the previous version of the

package.

— If the distribution settings have been configured for multiple
previous versions of the package, add all of the existing previous
versions of the package, not just the most recent previous package.

9  Select [Package can upgrade over the existing pac

Add Upgrade Package [ <]

(- Choose a package from
& Cument Group Policy Object (GFO)
" Aspeciic GPO

Browse..

~Package to upgrade

—_

" Uninstall the existing package, then install the upgrade package
* Package can upgrads over the existing package

Cancel

~Choose a package from
& Cument Group Policy Object (GFO)
 Aspecific GPO:

Browse..

[~ Package to upgrade

—

" Uninstall the existing package. then install the upgrade package

| Package can uparade over the existing package|

G Cancdl

kage] and click [OK].
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10 confirm that the upgrade target package has been added to the

"Packages that this package will upgrade" list, and click [OK].

TWAIN V4.1 Properties

General | Deploymert  Uparades | Categories | Modiications | Securty |

Packages that this package will upgrade:

Upgrade TWAIN V4.0

Add.. Hemove

¥ Required uparade for existing packages

Packages in the cument GPO that will upgrade this package

Aoply

11 Confirm that the software upgrade package has been set.

B Group Policy Management Editor
Fle Acton View Help

[_[Ofx

(=] MSI [HV-ADS. ADS.LOCAL] Policy

o A ] ml =N RN 7 N

Name =
5 A Computer Configuration

[ version | Deployment state | Source

| R TWAIN V4.0
| Polices

40

Assigned

Aihv_ad:

[ TWAIN V4.1
| Preferences

4.1

Assigned

Yhy-ads

A
\MSIRTD_v4. 1\TWAIN_Set. |

= 4% User Configuration
B [ Polides
| Software Settings
Software installation;

*| Administrative Templates: F

=]
T Windows Setbngs

~| Preferences
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3.2.5 Checking the Group Policy Object Settings

This section will explain how to check the settings of the distributed
software.

Procedure

1

Launch the Server Manager.

E. Server Hanager

[-[o1x]

) Server Summary

B &3 Storage

* Computer Information

B serversummary e,

K& Change System Properties

& Vew Network Comections
G Configure Remote Desktop

2 Confgure Server Manager Remote
 Management

Ful ConputerName: v-acs adsocal
Doman: adslocal

2
Remote Deskop: Enabied
Server Manager Remote Dsaied
Managenent

Product D
%' 0o ot show me ths console atlogon

2 Security Information

Vindows Frewalt Domain: on

P, 16 ensbled

i Go to Windows Firewall
& Confgure Updates.
43 Check forNew Roles

Last checked for updates: 6/242011.5:26 A

Last nstaled updates: 62972011 51161
I Enhanced Security
Confiuration (50) on

) Roles Summary
 Roles: 3of 17instaled

. Actve Diectory Doman Services

3 Last Refresh: Today at 10:16 AM Configure refresh

Off for Admiisrators
forUsers.

5 Run Searity Confuration Wiard
o Confiore EEESC

B Roks summary e

F GotoRokes
o rddrokes
A Remove Roes

In the tree, expand [Features] - [Group Policy Management] - [Forest] -

[Domains] - [<The default domain>] - [Group Policy Objects], in that
order, and select the group policy object you wish to check.

File Acton View Help

F,: Server Manager

IR 3E 1 G

_Eéa Server Manager (HV-ADS)
= Roles
B & Features
= _é Group Policy Management
=] _i\‘ Forest: ads.local
B [£% Domains
B F3 ads.local
= Default Domain Policy
i | Domain Controllers
27 MsI
= Group Policy Objects
_: Default Domain Controllers Policy
£ Default Domain Palicy
?

0 &M

% WMI Filters

MSsI
Scope |De¢ails | Settings | Delegation |

Links
Display links in this location: I;
The following sites, domains, and OUs are

Location =

[E] MsI
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3

Select the [Settings] tab.

— You can check the settings from here.
— If the bars are closed, expand them as necessary.

) /3 Group Policy Management
1 4 Forest: ads.local
B (34 Domains
) ads.ocal
i/ Defait Domain Poicy
3| Domain Controllers
31 mst
5 Group Policy Objects
Default Domain Controllers Polcy
Default Domain Polcy
s
% WM Fiters
3 starter GPOs

tes

Group Poiicy Modeing
% Group Polcy Results

71 Digrostis

it Configuration

& storoge

msi
Scope | Detais] Settngs |[Delegaton |

Ms|

Data collected on: 7/28/2011 9:56:47 AM

Computer Configuration (Enabled)
N

User Configuration (Enabled)

‘Support URL
Deployment Information
General
Deploymert type.
Deploymert source
Installtion user nterface options

TWAIN V4

Englsh (Unted States)
3

Setting

\\hv-ads\MSI\TWAIN_Setup_en.msi
Masimum

Uninstal this application when it falls out ofthe  Disabled
scope of management

Do not displey this package in the Add/Remove  Disabled
Frogrems cortrol panel

Instalhis application a logan Enabled
Advanced Deployment Options. Setting
Ignors langusge when deploying this package  Disabled
Maks this 3261 X6 application available to Disabled
Win64 machines

Inciude OLE class and product nfomation Enabled
Diagnostic Information Setting

hid

More Actons »

MSI Installer

3-25



Preparing the Server 3

3.3

3.3.1

Preparing VC Runtime Distribution

VC Runtime must be installed in order to distribute some MSI files. VC
Runtime automatically distributes and installs MSI files, like other software.
This section will explain how to obtain VC Runtime and extract MSI files.

Software required for VC Runtime:
e 64-bit Box Operator (versions earlier than version 3.2.08000)
e 64-bit Direct Print (all versions)

N

Note
For 64-bit Box Operator version 3.2.08000 and later, the procedure in
"Preparing VC Runtime Distribution" is not necessary.

Obtaining VC Runtime

If installing VC Runtime, you must obtain the Microsoft Visual C++ 2005 SP1
redistributable package (x64) from the Microsoft website beforehand.

Source: Microsoft Download Center

http://www.microsoft.com/download/en/default.aspx

N

Note
Ifthe above URL no longer works, search for the package from the home
page of the "Microsoft Download Center”.

Procedure
1 Create a folder with whatever name you like directly on the C drive, and
download "vcredist_x64.exe" into it.

— In this example, a folder with the name "VC" is created.
— Do not use double-byte characters in the folder name.

(-?(_}v | + Computer - Local Disk (C:) ~ VC

Organize ¥  Indudeinlibrary *  Sharewith +  Mew folder

- Favorites EnE

B Desktop g veredist_x64.exe

4§+ Downloads

| Recent Places
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3.3.2 Extracting and Placing an MSI File

The downloaded VC Runtime file is in exe format, so it cannot be used as-is.
You must retrieve the MSI file from the exe file.

Procedure

Launch the Command Prompt on the server. Type in
"C:\VC\vcredist_x64.exe /c" and press Enter.

[+ Command Prompt

Microsoft Windows [Version 6.1.76811
Copyright (c>» 288%? Microsoft Corporation. A1l rights reserved.

C:vUserssenCivUC\uecredist_xbd. exe sc_

The License Agreement will be displayed. Click [Yes].

Microsoft Visual C++ 2005 SP1 Redistributable Packag... [HJEl E3

Please read the following license agreement. Press the PAGE DOWN key
to see the rest of the agreement.

MICROSOFT SOFTWARE LICENSE TERMS -
MICROSOFT VISUAL C++ 2005 RUNTIME LIBRARIES
These license terms are an rit between Mi ft Corporation

{or based on where you live, one of ts affiliates) and you. Please read
them. They apply to the software named above, which includes the
media on which you received it, f any. The terms also apply to any
Microsoft

* updates,

* supplements,

~ Intemet-based services. and

* support services

for this software, unless otherterms accompany those tems. K so,

those terms apply.

By using the software, you accept these tems. Fyou do not accept LI

Do you accept &l of the terms of the preceding License Agreement? If you
choose Mo, Install will close. To install you must accept this agreement.

Yes | No |

Designate the location where the file will be expanded and click [OK].

— Designate the VC folder.

Microsoft Visual C++ 2005 SP1 Redistributable Pack... [HI[E] [E3

Please type the location where you want to place the extracted files.

I IC\-"C | Browse. .. |

ok | Cancel |
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The file named "VCREDI~2.EXE" will be expanded in the designated
folder.

Organize ¥  Indudeinlibrary *  Sharewith +  Mew folder

- Favorites b 2

P Deskiop Elvcrepi~2.Bxe
@ Downloads Flveredist_xa4.exe
=l Recent Places

Launch the Command Prompt. Type in "C:\VC\VCREDI~2.EXE /c" and
press Enter.

[#] Command Prompt M=l B3

Microsoft Windows [Ue n 6.1.76011
Copyright (c)> 2889 Microsoft Corporation. ALl rights reserved.

C:\Userssen>C:\UC\UCREDI™2 .ERE ~c_

The User Account Control dialog box will be displayed. Click [OK].

— It may not be displayed, depending on the server environment.

Designate the location where the expanded file will be saved and click
[OK].
— Designate the "VC" folder.

Microsoft Visual C++ 2005 Redistributable (- [T =]

Please type the location where you want to place the extracted files.

I IC\-"C | Browse. .. |

Cancel |
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[ The designated save location will open.

— Thefiles in the red frame are the files related to the VC Runtime MSI
file.

\\_;]v| .~ Computer ~ Local Disk (C:) + VC +

Organize * Indudeinlibrary *  Sharewith +  New folder

i Favorites RERE -
Pl Desktop @vu’edistﬁxﬁ‘l.exe
& Downloads 5 veredist.msi
5| Recent Places [ veredis1.cab
ElvcREDI~2. BXE
) Libraries
"‘3, = policy.8.00.Microsoft, VC80. OpenMP, cat
j Documents
. = policy.8.00.Microsoft, VCB0.MFCLOC. cat
J? Music -
& Pictures =4 policy.8.00 Microsoft. VC80.MFC.cat
B Videos (= policy.8.00.Microsoft. VCBO0.DebugOpenMP. cat
= policy.8.00.Microsoft. VCB0.DebugMFC.cat
788 Computer (=4 policy.8.00 Microsoft, VC80.DebugCRT. cat
=4 policy.8.00 Microsoft. VC80,CRT. cat
i Network =7 policy.8.00, Microsoft. VCB0.ATL .cat

= Microsoft.VC80,0penMP. cat

(=4 Microsoft,vC80.MFCLOC. cat

=4 Microsoft.vC80.MFC.cat

= Microsoft.VC80.DebugOpenMP. cat
=4 Microsoft,vCa0,DebugMFC. cat

(=4 Microsoft,vC80.DebugCRT. cat

=4 Microsoft,VC80.CRT.cat

= Microsoft.VC80.ATL.cat

3.3.3 Creating and Configuring a Group Policy Object

Refer to "Preparing Software Distribution" on page 3-5 for information on

how to create and configure a group policy object through VC Runtime
distribution.
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4

Preparing a Client Computer

The software is installed automatically when the user logs into the client
computer, according to the configured group policy object.

No user operations are required during the installation, but it may take some
time until the logon finishes.

N

Note

The client computer must be on an Active Directory domain for the
automatic installation to work. Refer to the Active Directory manual for
information on how to join a domain.

In addlition, administrator privileges for the client computer must be
added to the Active Directory user for some software. Refer to "Adding
Administrator Privileges" on page 4-3 for information on how to add the
administrator privileges.

N

Note
Some software requires the system to be restarted during the initial login,
after which the installation will finish during the second login.

N

Note
After the software has been distributeqd, it will not install when you are
logged in. You must restart the client computer and log in again.

MSI Installer 4-1



Preparing a Client Computer 4

..

Note
To install My Print Manager Port or My Print Notifier on a client compufter,
carry out the following preparations in advance.

- If the client computer is running Windows Vista, Windows 7, Windows
8 or Windows 8.1, select [Control Panel] - [Programs and Features] -
[Turn Windows features on or off], then select the [Microsoft .NET
Framework 3.".°] check box (" *" is different depending on operating
systems).

N

Reminder

Installation-related messages are not normally displayed during the
Installation. However, messages may be displayed if the group policy
settings are changed on the server. Refer to "Displaying Group Policy
Messages " on page 5-11 for details.
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4.1

Adding Administrator Privileges

This section will explain how to add administrator privileges for the client
computer to an Active Directory user.

Software that requires administrator privileges: 32-bit/64-bit Box Operator
versions earlier than version 3.2.08000

..

Note
For 32-bit/64-bit Box Operator version 3.2.08000 and later, the
procedure in "Adding Administrator Privileges" is not necessary.

N

Note
The client computer must be on an Active Directory domain before you
add administrator privileges.

Procedure

1 Log on to the client computer using a local user account that has
administrator privileges.

— Do notlog on using an Active Directory user account. Be sure to log
on to the client computer using a local user account that has
administrator privileges.

2  Click [Start] - [Control Panel] - [Administrative Tools] - [Computer

Management].

A Computer Management

(E=8 ECR =

Actions

Computer Management (L. 4

More Actions »

Manag
Ey Services and Applications
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In the tree, expand [System Tools] - [Local Users and Groups] -

[Groups] in that order.

E'é'. Computer Management
File  Action

e A ta

View Help

Computer Management (Local)

4 [[’j Systemn Tools
> @ Task Scheduler
> @ Event Viewer
> | Shared Folders
a ¥ Local Users and Groups
| Users
| Groups

> (%) Performance
& Device Manager
4 3 Storage
=f Disk Management
> Ty Services and Applications

MName

& Administrators

& Backup Operators

&l Cryptographic Operators
& Distributed COM Users

& Event Log Readers

P Guests

/TS TUSRS

& Metwork Configuration Operators
& Performance Log Users

&l Performance Monitor Users
P Power Users

L T = Ty B

wE

===

4 Click [Administrators] to open the Administrators Privileges dialog box.

E'é'. Computer Management
File  Action

4 [[’j Systemn Tools
> @ Task Scheduler
> 2] Event Viewer
> | Shared Folders
a ¥ Local Users and Groups
| Users
| Groups
> .@) Performance
& Device Manager
4 3 Storage
=f Disk Management
> Ty Services and Applications

A Computer Management (Local)

MName

M Administrators |

& Backup Operators

&l Cryptographic Operators
& Distributed COM Users

& Event Log Readers

P Guests

/TS TUSRS

& Metwork Configuration Operators
& Performance Log Users

&l Performance Monitor Users
P Power Users

L T = Ty B

wE

===
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5  Click [Add].
Administrators Properties o=
General
% Administrators
Descripton: ~~ Administrators have complete and Unresticted access

to the compter/domain

Members

& pdministrator
2, ADS"Domain Admins

Chianges to a User's group membership
cmove | are ot effective urti the next time the
userlogs on

OK J[ Cancel |[ ooy ][ Hep

6 In the "Enter the object names to select" box, enter the name of the

Active Directory user to add the administrator privileges to, and click
[Check Names].

— The "aduser01" Active Directory user is used as the example in this
explanation.

Select Users, Computers, Service Accounts, or Groups @
Select this object type:

Users, Service Accounts, or Groups

From this location:

Enter the object names to select (zamples):

aduser(

—

o) (ot
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4

7 Inthe network password dialog box, enter the Active Directory user

name and password, and click [OK].

Windows Security
Enter Network Password

ads.local.

Enter the name and password of an account with permissions for

For example user, user@example.microsoft.com, or domain‘user name

==l

I— |aduser01
| I| LLLIlll]]

Domain: ADS

Cancel

8  Confirm the Active Directory user name in the "Enter the object names

to select" box, and click [OK].

Select Users, Computers, Service Accounts, or Groups

Select this object type:

Users, Service Accourts, or Groups

From this location:
ads local

Enter the object names to select (amples):

[ 2 el

| ads‘aduser1 {aduserl1@ads local) |

Check Names

I
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9  Confirm that the Active Directory user has been added to the
Administrators Properties dialog box, and click [OK].

Administrators Properties @
General
% Administrators
Description: Administrators have complete and unrestricted access
to the computer/domain
Members
A Admiristrator

& ADS'aduserl1 (aduserl 1 @ads local) |
2%, ADS\Domain Admins

Changes to a user's group membership
Femove | arenot effective unti the next time the

ussrlogs on

[0k ]| Cancel ][ ey ][ el
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[
5 Other Operations

This section will explain how to uninstall software, manually update group
policies, and output event logs.

5.1 Uninstalling Software
Software installed on a client computer is uninstalled on the server.

Procedure

1 Launch the Server Manager.

 server summary

 Computer Information

FullComputerHme: s ds ol
Oamain adslocal

2 , v ensbied
Remote Deskop: ensbied
Server Hanager Remote Osabied
Mansgenent:
Product

7 00 ot show me tis consde atlogon

 security Information

[ — Oorsins On
Lot checed for ot 90115925 M T Contigwe EESC
Lasttaled updates: spamu e
1 Erhanced ety Off o adrstors
Confpraton G50 On for Users

 Roles Summary. (o RRrr——

 Roles: 3of 17 staled

& Active Dectory Doman services

<3 LastRefresh Today at 10116 AM Confure refresh
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2

In the tree, expand [Features] - [Group Policy Management] - [Forest] -

[Domains] - [ads.local (or the default domain)] - [Group Policy Objects],
in that order.

File Acton View Help

F,: Server Manager

€= | 2malkld

_Eéa Server Manager (HV-ADS)
o Roles
=] ﬁ;_'] Features
= _='£ Group Policy Management
=] _i\‘ Forest: ads.local
B [£% Domains
B F3 ads.local
s Default Domain Policy
2 | Domain Controllers
1| MSI
88 Group Policy Objects
_j Default Domain Controllers Policy
L= Default Domain Palicy
(= s
% WMI Filters
5] Starter GPOs

[ Sites

policy object)], and select [Edit].

Group Policy Objects

Group Policy Objects
Cortents | Delegation I
Name =~

IZ] Default Domain Control

|=[ Defaut Domain Policy
=[ ms|

E. server Manager

File Acton View Help

T Y EEEE L E

T Server Manager (HV-ADS)
5 Roles
[l 4] Features
[ |5 Group Policy Management
= _ﬁ Forest: ads.local
B [£5 Domains
Bl 53 ads.local

| Default Domain Palicy
3 | Domain Controllers

0 &

st |
Msi

Scope | Detais | &
Links

Display links in this ¢

The following sites, ¢

1| MsI Location
5 Group Policy Objects [Z1msI
_J Default Domain Controllers Policy
ult Domain Policy
7 1 I
5] Starter 5
ri Group Policy Mc Back Up...
-, Group Policy Re Restore from Backup...
i Diagnostics Import Settings...
it Configuration Save Report... 4|
{is
= Storage View N
Security Filtering
Copy The settings in this C
Delete ———
Rename i
Refesh 82, Authenticated |
Help

Under [Group Policy Objects], right-click [MSI (or the default group
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4

In the tree in the Group Policy Management Editor, expand [User

Configuration] - [Policies] - [Software Settings] - [Software installation],

in that order.

File Acton View Help

‘-" Group Policy Management Editor

L A EREER] 71

|=[ MsI [HV-ADS.ADS.LOCAL] Policy
= &l Computer Configuration

| Policies

| Preferences

MName =
[ TwaIN v4

Version
4.0

Deployment state
Assigned

= %, User Configuration
= [ Polides
= [ Software Settings
Software installation

[ Windows Setings

LB &

Preferences

5

Tasks] - [Remove].

| Administrative Templates: Pa

Right-click the software package you wish to uninstall, and select [All

File Acton View Help

‘-" Group Policy Management Editor

L A EREER] 71

|=[ MsI [HV-ADS.ADS.LOCAL] Policy

= &l Computer Configuration

| Policies

| Preferences

User Configuration

| Policies

| Software Settings

Software installation

| Windows Settings
| Administrative Templates: Pa
_| Preferences

M e ® @

=]

\ersion

Assigned Whv-ads\v)

v Auto-TInstall
AsSign
Publish

AsSign
Publish
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6

and click [OK].

Remove Software [ %]

Select removal method:

computers

¥ mmediately uninstall the software from users and |

" Allow users to continue to use the software, but prevent

Co |

new installations

Select [Immediately uninstall the software from users and computers]

File Acton View Help

The package will be removed from the list, and the software will be
uninstalled from the client computer the next time you log on.

No user operations are required during the uninstallation, but it may
take some time until the logon finishes.

‘-" Group Policy Management Editor

€= 2= H

|=[ MsI [HV-ADS.ADS.LOCAL] Policy
= &l Computer Configuration
| Policies
| Preferences
= 4®, User Configuration
= [ Polides
B 5

# =

| Administrative Templates: Po
| Preferences

Version | De

There :

MSI Installer
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5.2 Manually Updating Group Policies

This section will explain how to manually update group policies on a client
computer using the Command Prompt.

Group policies on a client computer are normally updated regularly (default:
every 90 minutes). A group policy alteration is randomly applied to the client
computer between 0 and 30 minutes after the update.

Manual updates are done on the client computer.

N

Note
The server will be overloaded if all client computers are updated at the

same time. As a general rule, apply the group policy alteration at an
update interval set in the Active Directory.

Procedure
Launch the Command Prompt on the client computer.

Enter "gpupdate /force" and press Enter.

E¥ Command Prompt

Microsoft Windows [Version 6.1.76811
Copyright <(c> 2887 Microsoft Corporation.

C:Userssengpupdate ~force_

A message indicating that the update has finished will be displayed.

@ Command Prompt e
Microsoft Windous [Uersion 6.1.76011
Copyright <c> 20B% Microsoft Corporation. All rights reserved.

e

C:\Userssen>gpupdate /force
Updating Policy...

User Policy update has completed successfully.

iComputer Policy update has completed successfully.

C:\Usersten>_
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5.3 Outputting Event Logs

An event log can be output to the client computer when software is installed
or uninstalled.

This log can be used to determine the cause of any problem that occurred
during the installation/uninstallation.

5.3.1 Enabling Log Output
This section will explain how to configure the server to output event logs.

Procedure

1 Launch the Server Manager.

=1

[ e—

5 o

Product D

epap0tisizs A

P REY

OFffor acmtrators
i fo Users

) Roles Summary (7 rw—
B GotoRdes
R0 rdinoks

Eupa—— =
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5

2

3

In the tree, expand [Features] - [Group Policy Management] - [Forest] -
[Domains] - [MSI (or the default group policy object)] - [Group Policy

Objects], in that order.

File Acton View Help

F,: Server Manager

€= | 2malkld

_Eéa Server Manager (HV-ADS)
= Roles
=] ﬁ;_'] Features
= _='£ Group Policy Management
=] _i\‘ Forest: ads.local
B [£% Domains
B F3 ads.local
s Default Domain Policy
2 | Domain Controllers
1| MSI
SRRy croup

Policy Objects
Default Domain Controllers Policy
L= Default Domain Palicy
(= s
% WMI Filters
5] Starter GPOs
[ Sites

Group Policy Objects

Group Policy Objects
Cortents | Delegation I

Name

IZ] Default Domain Control
|=[ Defaut Domain Policy
=[ ms|

Under [Group Policy Objects], right-click [MSI (or the default group

policy object)], and select [Edit].

File Action WView Help

F,t Server Manager

B EEEEEE

i Server Manager (HY-ADS)
5t Roles
=l & Features
=1 |5, Group Policy Management
=] _ﬁ Forest: ads.local
=l [ Domains
B F ads.local
w7/ Default Domain Policy
2| Domain Controllers
3 MsI
B [ 5} Group Policy Objects
J Default Domain Controllers Policy
Default Domain Policy

% WHIH

MSI

MSI

Scape | Details | S¢
Links

Display links in this lc
The following sites, ¢

Location

Eimsi

1 Starter
Sites
Group Policy M Back Up...
2 Group Policy Re Restore from Backup...
m Diagnostics Impart Settings...
it Configuration Save Report... al
=5 Storage — ,
Security Filtering
o The settings in this €
Delete —
Rename | Mame
Refresh 52 Authenticated |
Help

MSI Installer
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4

In the tree, expand [Computer Configuration] - [Policies] -

[Administrative Templates] - [Windows Components] - [Windows
Installer], in that order, and select [Logging].

Fle  Action

Help

View

B Group Policy Management Editor _[O]x

|H

ntermet Explorer
“| Internet Information Servi
| Location and Sensors

“| Netieeting

| Network Access Protection

“| Network Projector

| online Assistance

| Parental Controls

| Password Synchronization

7| Presentation Settings

| Remote Deskiop Services

7| RSS Feeds

| Security Center

| Server for NIS

| Shutdown Options

“| Smart Card

| Sound Recorder

% TabletPC

| Task Scheduler

“| Windows Anytime Uparade

| Windows Calendar

“| Windows Color System

| Windows Customer Experienc
~| Windows Defender

| Windows Error Reporting

windows Mail

“| Windows Media Center
Windows Media Digital Rights

Logging
Edit policy setting

Requirements:
Atleast Windows 2000

Description:
Spedfies the types of events that
Vindows Installer records in its
transaction log for each nstallation, The
log, Msi.log, appears in the Temp
directory of the system volume

When you enable this setting, you can
specify the types of events you want
Windows Installer to record, To indicate
that an event type is recorded, type the
letter representing the event type. You
can type the letters in any order and st
s many or as few event types as you
want.

To disable logging, delete &l of the
letters from the box.

If you disable this setting or do not
configure it, Windows Installer logs the
default event types, represented by the
letters “weap.”

= Windnme Madis Dlavar
[ —. 3

‘Windows Installer

Setting

[ sk |

Enable user to browse for source whie elevated
Enable user to use media source whie elevated

Enable user to patch elevated products

| Always install with elevated privieges

Prohibit Use of Restart Manager

2| Remove browse dialog box for new source

Prohibit Flyweight Patching

Disable logging viz package settings

Disable Windows Installer

Prohibit patching

| Prohibit rolback

| Allow adimin to install from Remote Desktop Services session
Enable user control over installs

ft non-aaministrators from applying vendor signed updates
| Prohibit removal of updates
| Turn off creation of System Restore Chedkpoints

::| Disable IE security prompt for Windows Installer scripts
Cache transforms in secure location on warkstation

Not configured
Not configured
Not configured
Not configured
Not configured
Mot configured
Mot configured
Mot configured
Mot configured
Mot configured
Not configured
Not configured
Not configured

Not configured
Mot configured
Mot configured
Mot configured
Mot configured
Mot configured
Not configured
Not configured

\, Extended A Standard /

[22 setting(s)

5

Right-click [Logging] and select [Edit].

Internet Explorer

| Internet Information Services
] Location and Sensors

7| NetMeeting

~| Network Access Protection
“| Network Projector

] Online Assistance

“| Parental Controls

] Password Synchronization
“| Presentation Settings
Remote Desktop Services
RSS Feeds

| Security Center

7| Server for NIS

] Shutdown Options

“| Smart Card

Sound Recorder

| TabletPC

| Task Scheduler

| Windows Anytime Upgrade
| Windows Calendar

“| Windows Color System

~| Windows Customer Experienc
“| Windows Defender
Windows Error Reporting
| Windows Explorer

| Windows Installer

“| Windows Logan Options

] windows Mail

“| Windows Media Center

| Windows Media Digital Rights
A thindmwe Madis Dlsvar -
i —. _>l_I

Windows Installer

Logging
Edit policy setting

Requirements:
At least Windows 2000

Description:
Specifies the types of events that
Vindows Installer records in its
transacton log for each metallation. The
log, Msi.log, appears in the Temp
directory of the system volume

Vihen you enable this setting, you can
specify the types of events you want
Vindows Installer to record. To indicate
that an event type is recorded, type the
letter representing the event type. You
can type the letters in any order and list
as many or as few event types as you
want.

To disable logging, delete all of the
letters from the box.

If you disable this setting or do not
configure it, Windows Installer logs the
default event types, represented by the
letters ‘iweap.”

Setting | see |
Erable user ts brawse for source while dlevated Net configured
Erible user to use meda source whil slevated Not configured
Ersble user to patch slevated products Not configured
Always install with elevated privieges Not configured
Prohibit Use of Restart Manager Not configured
Remove browse dislog box for new source Hot configured
Prokbit Flyneight Patching Hot configured
Disable logging vis package settngs Hat configured
Disable VWindaws Instsller Hat configured
Profibit patcing Nat configured
Profibt relback Net configured
Allow acinin to instal fram Remote Desktop Services session Not configured
Ersble user control sver installs ot configured

Prohibit non-administrators ned updates

Filter On
Filter Options.
Re-Apply Fiter

Prohibit removal of updal
Turn off creation of Systen
Prohibit User Installs P S—

AllTagks »

Help

Cache transforms in secure location on workstation

MNot configured
Not configured
Mot configured
Mot configured
Mot configured
Mot configured
Mot configured
Mot configured

% Extended A Standard /

Edit Administrative Templates policy setting

MSI Installer

5-8



Other Operations 5

6 After selecting [Enabled] in [Options:] [Logging], enter "iwearucmpvo"
and click [OK].

£8Logging M=

[5] Loaging Previous Setting Mext Setting

" Not Configured ~ Comment:

Lz

Enabled

T Disabled -]
Supported on: - [t |eact Windows 2000 =
Options: Help:
| Logging [wesracmpvo [ 72| [[Specifies the types of events that Windows Installer records in its
transaction log for each installation. The log, Msi.log, appears in
To activate logging, enter one or more of the modes | | the Temp directary of the system volume.
below.
When you enable this setting, you can specify the types of events
“iwearucmpvox” will log everything but adds timeto | | you want Windows Installer to record. To indicate that an event
the install. type is recorded, type the letter representing the event type. You
can type the letters in any order and list as many or s few event
i - Status messages types as you want,
w - Non-fatal warnings To disable logging, delete all of the letters from the box.
e - All error messages
¥ you disable this setting or do not configure it, Windows Installer
a - Start up of actions logs the default event types, represented by the letters "iweap."
- Action-specific records o
u - User requests
¢ - Initial UL parameters
m - Qut-of-memory
4| B -

ok | Cancel | Apply |
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5.3.2 Checking an Event Log

This section will explain how to check an output log. Event logs are

generated on the client computer.

Procedure

1 Event log files are generated in "C:\Windows\Temp" on the client

compulter.

— The filenames of the log files are random numbers, so you must
identify them using the time and date of the update, as well as the

contents.
@Qv\ » Computer » Local Disk (C) » Windows » Temp » - 4] ol
Organize v [JOpen =  Print  Newfolder - b @
A Name ’ Date modified Type Size -
ot | Ipksetup-20110728-174519-0.Iog 7/28/2011545PM  Text Document 16 KB
Downloads || Ipksetup-20110818-084938-0.log 8/18/2011 8:49 AM Text Document 16 KB
N — || MpCmdRunlog 3/3/2011516PM  Text Document 5KB
|| MpSigStub.log 3/3/2011410PM  Ted Document 4KB
5 Libraries | MSBdlbb.LOG 1/6/2011 4:21 PM Text Document 16 KB
) Documents | MSBd1bd.LOG 3I4/2011835AM  Text Document 352KB
e || MSBd1beOG 3/31/2011925AM  Text Document 16 KB
/& Pictures | MSBd1c0.LOG 3/3/2011 4:10 PM Text Document 4KB
B Videos || MSBdLc2.L0G 3I4/2011835AM  Text Document 9 KB
|| MSIS0a48 LOG 3/7/2011331 PM  Text Document 1KB
8 Computer || TS_2CBD.tmp 3/4/2011 8:35 AM TMP File 96 KB
|| T5_3AB9.tmp 3/4/2011835AM  TMP File 112KB
@ Network || T53835.mp 3/4/2011835 A TMP File 624 KB
| TS 23CLtmp 3/4/2011 8:35 AM TMP File 76 KB
|| TS_29BFmp I4/2011835AM  TMP File 352KB
|| T5_50F&.tmp 3/4/2011 835 TMP File T6KE  |=
|| TS_447F tmp 3/4/2011 8:35 AM TMP File 96 KB
|| Ts_2876.mp 3/4/2011835AM  TMP File 192KB
|| T53152tmp 3/4/2011835 A TMP File 400 KB
3/3/2011 5:48 PM TMP File 208 KB =

] TS_B3F0Amp

& MSBd1bb.LOG Dste modified: 4/6/2011 4:21 PM
Text Document Size: 151 KB

Date created: 8/18/2011 2:48 PM

MSI Installer
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5.4 Displaying Group Policy Messages

When a group policy for the installation of software and so on is applicable
to a client computer, a message containing the details can be displayed on
the client computer.

By displaying the group policy message, the user can understand why it is
taking time to log in.

The applicable group policy messages are displayed when the client
computer is started up and shut down, and when the user logs in and logs
off.

V...

Note

These messages will not be displayed if [Remove Boot/Shutdown

/Logorv/Logoff status messages] is enabled for the group policy.
5.4.1 Enabling Messages

This section will explain how to configure the server to display messages.

Procedure

1 Launch the Server Manager.

He scon yen to
|

[EI]

remove server roles and features.

B serversummary e,

hy-ads.ads.ocal

adslocal

P, 16 ensbled

Enabied
Disabied

%' 0o ot show me this consoe

logon

2 Security Information

Vindows Frewalt Domain: on

Last checked for updates: 6/242011.5:26 A

Last nstaled updates: 62972011 5:16PM

I Enhanced Security OFf for Admirisrators
Confiuration (50) On for Users
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5

2

3

In the tree, expand [Features] - [Group Policy Management] - [Forest] -
[Domains] - [MSI (or the default group policy object)] - [Group Policy

Objects], in that order.

File Acton View Help

F,: Server Manager

e Z=laleHE=

_Eéa Server Manager (HV-ADS)
= Roles
B & Features
= _é Group Policy Management
=] _i\‘ Forest: ads.local
B [£% Domains
B F3 ads.local
s Default Domain Policy

;| Domain Controllers

[SER=EGroup
L] Default Doman Controllers Policy
L= Default Domain Palicy
=f ms
= WMI Filters
=] Starter GPOs
[ Sites

Group Policy Objects

Group Policy Objects
Cortents | Delegation I
Name =~

E:r Default Domain Controll

|=[ Defaut Domain Policy
=[ ms|

Under [Group Policy Objects], right-click [MSI (or the default group

policy object)], and select [Edit].

E, Server Manager

File Acton View Help

G EEEE =

ks Server Manager {HV-ADS)

T} Roles
=l 4 Features mMs|
= _='é Group Policy Management Scope | Details | 5S¢
=] i Forest: ads.local Links
Bl (5 Domains
£ 4 ads.local Display links in this It
s/ Default Domain Policy T s ]
S Domain Controllers §
2| MsI Location
Bl [ 5t Group Policy Objects Eimsl
_”' Default Domain Controllers Policy
[_Defaylt Domain Policy
W
=] Starter GPO Status 3
[ Sites e
564 Group Policy Mc Back Up...
. Group Policy Re Restore from Backup...
i Diagnostics Import Settings...
it configuration Save Report... 4|
]
5 Storage View '
Security Fltering
Copy The settings in this €
Delete —
Rename [ E—
Refresh 2, Autherticated |
Help

MSI Installer
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n the tree, expand [Computer Configuration] - [Policies] -

4 Inth d[C Configuration] - [Policies]
[Administrative Templates] - [System], in that order, and select
[Verbose vs normal status messages].

| § Group Policy
Fle Acton View Hep

e Hm= ol T
[ S [HV-ADS, ADS.LOCAL] Polic
= & Computer Configuration
B [ Polides
| Software Setings
| windows Settings
| Administrative Templates: Policy defin | Edt polcy setting

nagement Editor

Setting | swe |-
7 Recovery
“| Remote Assistance
| Remote Procedure Call

Verbose vs normal status
messages

_ EZ::;!:"”E‘ Requirements: = Removable Storage Access
= Atleast Windows 2000 _| Scripts
_| Printers =
. — Descrpton: 7| Server Manager
“| Windows Compenents Directs the system to display highly | Shutdonn Options
- all settings detailed status messages. "I System Restore
| Preferences F you cnabie tissetting, the system I Troubleshooting and Diagnostics
User Configuration displeys status messages that reflect S R
7 Polies each step i the process of starting, | User Profiles
7 Preferences shutting down, logging on, or logging off [ yyindows File Pratection
the system. | windows HotStart
This setting is designed for sophisticated | Windows Time Service
users that require this information. Downlozd missing COM components Not configured
Note: This setting s ignored if Allow Distributed Link Tracking dients to use domain resources Mot configured
the "Remave Boat / Shutdonn /Logon [ Do not automatically encrypt fies moved to encrypted folders Not configured
Logoff status messages” setting is Do not turm off system power after a Windows system shutdown ... Not configured
enabled. Enable Persistent Time Stamp Mot configured
Activate Shutdown Event Tracker System State Data feature Not configured
Display Shutdown Event Tracker Mot configured
Do not display Manage Your Server page at logon Mot configured
Turn off Data Execution Prevention for HTML Help Executible Not configured
Restrict potentially unsafe HTML Help functions to specified folders  Not configured
Restrict these programs from being launched from Help Not configured
off status messages Mot configured
indows Service Pack mstalation file location Mot configured
Specify Windows installation file location Mot configured
J Extended A Standard

15 setting(s)

5 Right-click [Verbose vs normal status messages] and select [Edit].

Setting |

| Recovery
| Remote Assistance

| Remate Procedure Call

| Removable Storage Access

| Scripts

| server Manager

| Shutdown Cptions

| System Restore

| Troubleshoating and Disgnostics
| Trusted Platform Module Services
“| User Profiles

| Windows Fike Protection

| Windows HotStart

| windows Time Service

| Download missing COM components Not configured
Allow Distributed Link Tracking cients to use domain resources Not configured
Do not automatically encrypt fles moved to encrypted folders Nat configured
| Do not turn off system power after a Windows system shutdown ... Not configured
Enable Persistent Time Stamp Not configured
Activate Shutdown Event Tracker System State Data feature Not configured
| Display Shutdown Event Tracker Not configured
Do not display Manage Your Server page atlogon Mot configured
Turn off Data Execution Prevention for HTML Help Exeautible Not configured
| Restrict potentially unsafe HTML Help functions to specified folders Mot configured
Restrict these programs from being launched from Help Nat configured

goff status messages

Not configured
! figured
bt configured
t configured

=
Specify Windows installation fik location
- Fiter Options...

Re-Apply Flter

All Tasks v
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6 Select [Enabled] and click [OK].

8 Verbose vs normal status messages M= E3

E| Verbose vs normal status messages e || e |

£ Mot Configured ~ Comment:

[+

 Disabled -]
Supported en: [t eact Windows 2000 =]
Options: Help:

Directs the system to display highly detailed status messages.

¥ you enable this setting, the system displays status messages that
reflect cach step in the process of starting, shutting down, logging
on, or logging off the system.

This setting is designed for sophisticated users that require this
infermation.

Note: This setting is ignored if the "Remeve Boet / Shutdown /
Logon / Logoff status messages” setting is enabled.

oK I Cancel | Apply
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